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This listing of claims will replace all prior versions, and listings, of claims in the application: 
Listing of Qaims: 

1-57. (Cancelled) 

58- (currently amended) A method of fecilitatiiig redirection of traffic between a 
server and a client to between the client and a . selected one fiom a plurality of replicas, the 
method compxxsii^g: 

receiving a packet jfrom a cUent, the packet having a destination identifier 
associated with a server; 

when the packet is a start packet, at the client side, adding a tag to the start 
packet to indicate that the start packet shoxild be forwarded by a device other than 
a client side device to a plurality of rephcas that each duplicates the data 
content of the serve r, wherein the tag is an option bvte having one of two states 
that indicate whether redirection is permissible or impermissible : 
Storing the destination identifier of the start packet; 

after storing the destination identifier of the start packet and tagging the 
start packet, sending the start packet to ttie server; 

when a first acknowledgement packet associated with the start packet is 
received first with respect to any other acknowledgement packets, storing and 
associating a source identifier of the first acknowledgement packet with the stored 
destination identifier of the start packet; 

after storing and associating the source identifier of the first 
acknowledgement packet, sending the first acknowledgement packet to the client; 
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prior to storing and associating the source identifier of the first 
acknowledgement packet, cracking the first acknowledgemetit packet to obtain the 
so-QTce identifier when the first acknowledgement packet has bera encapsulated; 

when cracked, encapsulating the cracked acknowledgement packet with 
the destination identifier stored for the associated start packet, wherein the 
encapsulated first acknowledgement packet is sent to the client; and 

when a second acknowledgement packet associated with the start packet is 
received after the first acknowledgement packet, inhibiting sending of the second 
ackaowledgement to the client. 

59- (previoxisly presented) A method as recited in claim 58, fiirther comprising: 
when a subsequent packet associated, with the start packet is received that 
is not a start packet or an acknowledgement packet, replacing a destination 
identifier of the subsequent packet with the source identifier stored for the 
acknowledgement packet when the subsequent packet originates from the client; 
and 

forwarding the altered subsequent packet to its destination* 

60. (previously presented) A method as recited in claim 59, wherein the subsequent 
packet is only modified when the destination identifier of the subsequent packet equals the 
destination identifier stored for the associated start packet 

61 . (previously presented) A method as recited in claim 58, wherein the start packet is 
only tagged when the start packet is associated with web data, and the method further comprising 
sending the start packet to the server without the tag when the start packet is not associated with 
web data. 
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62. (previoiisly presented) A method as recited in claim 61, wherein the start packet is 
associated with web data when the start packet has a destination port utilized for accessing web 
data. 

63. (currently amended) A computer system operable to facilitate redirection of 
traffic between a server and a client to between the client and a selected one from a plurality of 
replicas^ the computer system coraprising: 

a memory; and 

a processor coupled to the memory, 

wherein at least one of the memory and the processor are adapted to 
provide; 

receiving a packet from a client, the packet having a destination identifier 
associated with a server; 

when the packet is a start packet, at the client side* adding a tag to the start 
packet to indicate that the start packet should be forwarded by a device other than 
a client side device to a nlurahtv of replicas that each duplicates the data 
content of the serve r, wherein the tag is an option bvte having one of two states 
that indicate whether redirection is t>ermissible or impermissible : 

storing the destination identifi^ of the start packet; 

after storing the destination identifier of the start packet and tagging the 
start packet, sending the start packet to the server, 

when a first acknowledgement packet associated with the start packet is 
received first with respect to any other acknowledgement packets, storing and 
associating a source identifier of the first acknowledgement packet with the stored 
destination identifier of the start packet; 
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after storing and associating the source identifier of the first 
acknowledgement packet, sending the first acknowledgement packet to the client; 

prior to storing and associating the source identifier of the first 
acknowledgement packet, cracking the first acknowledgement packet to obtain the 
source identifier when the fiucst acknowledgement packet has been encapsulated; 

when cracked, encapsulating the cracked acknowledgement packet with 
the destination identifier stored for tiie associated start packet, wherein the 
encapsulated first acknowledgement packet is sent to the client; and 

when a second acknowledgement packet associated with the start packet is 
received after the first acknowledgement packet, inhibiting sending of the second 
acknowledgement to the client. 

64. (previously presented) A computer systam as recited in claim 63, wherein at least 
one of the memory and the processor are further adapted to provide; 

when a subsequent packet associated with the start packet is received that 
is not a start packet or an acknowledgement packet, replacing a destination 
identifier of the subsequent packet with the source identifier stored for the 
acknowledgement packet when the subsequent packet originates firom the client; 
and 

forwarding the altered subsequent packet to its destination, 

65. (previously presented) A computer system as recited in claim 63, wherein the 
subsequent packet is only modified when the destination identifier of the subsequent packet 
equals the destination identifier stored for the associated start packet. 

66. (previously presented) A computer system as recited in claim 63, wherein the start 
packet is only tagged when the start packet is associated with web data, and the method further 
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comprismg sending the start packet to the server without the tag when the start packet is not 
associated with web data. 

67. (previously presented) A computer system as recited in claim 66, wherein th.e start 
packet is associated with web data when the start packet has a destination port utilized for 
accessing web data. 

68. (cwrently amended) A computer program product for fiacilitating redirection of 
traffic between a server and a client to between the client and a selected one tcom a plurality of 
replicas, the computer program product comprising: 

at least one computer readable medium; 

computer program instructions stored within the at least one computer 
readable product configured fon 

receiving a packet from a client, the packet having a destination identifier 
associated with a server, 

when the packet is a start packet, at the client side, adding a tag to the start 
packet to indicate that the start packet should be forwarded by a device other than 
a client side device to a^ a plurality of replicas that each duplicates the data 
content of the serve r, wherein the tai> is an option byte having one of two states 
that ttidicate whether redirection is u ermissihl e or impermissible: 

storing the destination identifier of the start packet; 

after storing the destination identifier of the start packet and tagging the 
start packet, sending the start packet to the server; 

when a first acknowledgement packet associated with the start packet is 
received first with respect to any other acknowledgement packets, storing and 



09/605,917 



6 



PAGE 8/21 ' RCVD AT 11115/2004 7:04:59 PM [Eastern Standard Time] * SVR:USPT0-EFXRF-1/1 « DNIS:8729306 * CSID:15108435203 * DURATION (mni-ss):0W12 



NOV. 15. 2004 4:i1*PM SWT LLP (BERKELEY) NO. 106 P. 9 

assoriating a source identifier of the first acknowledgement packet with the stored 
destination identifier of the start packet; 

after storing and associating the source identifier of the first 
acknowledgement packet, sending the first acknowledgement packet to the client; 

prior to storing and associating the source identifier of the first 
acknowledgement packet, cracking the first acknowledgement packet to obtain the 
source identifier when the first acknowledgement packet has been encapsulated; 

when cracked, encapsulating the cracked acknowledgement packet with 
the destination idaitifier stored for the associated start packet, wherein the 
encapsulated first acknowledgement packet is sent to the client; and 

when a second acknowledgement packet associated with the start packet is 
received after the first acknowledgement packet, inhibiting sending of the second 
acknowledgement to the client 

69, (previoiisly presented) A computer program product as recited in claim 68, the at 
least one computer readable prodxzct further configured for: 

when a subsequent packet associated with the start packet is received that 
is not a start packet or an acknowledgement packet, replacing a destination 
identifier of the subsequent packet with the source identifier stored for the 
ackuowledgement packet when the subsequent packet originates from the client; 
and 

forwarding the altered subsequent packet to its destination. 

70. (previously presented) A computer program product as recited in claim 69, 
wherein the subsequent packet is only modified when the destination identifier of the packet 
equals the destination identifier of the start packet. 
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7 L (previously presented) A computer program product as recited in claim 68, 
wherein the start packet is only tagged when the start packet is associated with web data, and the 
method further coxapiising sending the start packet to the server without the tag when the start 
packet is not associated with web data. 

72. (previously presented) A computer program product as recited in claim 71, 
wherein the start packet is associated with web data when the start packet has a destination port 
utilized for accessing web data. 

73, (currently amended) A method of facilitating redirection of traffic between a 
server and a client to between the client and a nearest replica selected from a plurality of replicas, 
the method comprising: 

at the client side, receiving a packet that is traveling between a cUcnt and a 
server or between the client and a replica; 

when the received packet is a start packet that is travehng from the client 
to the server, at the client side, alterin g addinp; a tafr the start packet to indicate 
that the start packet should be forwarded by a device otiier than a client side 
device to aey a plurality of replicas that each diiplicates the data content of the 
serve r, wherein the tag is an option byte having one of two states that indicate 
whether redirection is permissible or impermissible: 

when the received packet is an acknowledgement packet that is received 
first and spoofe the server, obtaining a source identifier of the replica from the 
acknowledgement when the acknowledgement originates from the replica and 
then sending the acknowledgement packet to the client; 
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when the received packet is an acknowledgement packet that is not 
received first and spoofs the server, inhibiting sending of the second 
acknowledgement to the client; and 

when the received packet is a sxxbsequent packet received after the start 
packet and the acknowledgement packet, altering the subsequent packet so that it 
goes to the replica when the subsequent packet originates from the client, wherein 
the alteration is based on the obtained source identifier fi^m the acknowledgement 
packet- 

74. (previously presented) A method as recited in claim 73, wherein the source 
identifier of the replica is obtained jBrom the acknowledgement packet by cracking the 
acknowledgement packet when it is encapsulated. 

75. (previously presented) A method as recited in claim 74, further comprising re- 
encapsulating the cracked acknowledgement packet prior to sending it to the chent. 

76. (cancelled) 

77. (previously presented) A method as recited in claim 73, wherein the subsequent 
packet is altered by replacing the subsequent packet's destination identifier with a destination 
identifier of the start packet 

78. (jpreviouslypresentecT) A method as recited in claim 73, wherein the subsequent 
packet is altejred by encapsulating the subsequent packet with a destination identifier of the start 
packet 

79. (ouirently amended) A computer system operable to facilitate redirection of 
traffic between a server and a client to between the chent and a nearest replica selected fi-om a 
plurality of replicas, the conoputer system comprising: 
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a memor^^ and 

a processor coupled to tiie memory, 

wherein at least one of the memory and the processor are adapted to 
provide: 

at the cHent side, receiving a packet that is traveling between a client and a 
server or between the client and a r^lica; 

when the received packet is a start packet that is traveling from the client 
to the server, at the client side, oltoring addine a tag to the start packet to indicate 
that the start packet should be forwarded by a device other than a client side 
device to my a phuralitv of replicas that each duplicates the data content of the 
serve r, wherein ttie tag is an option bvte having one of two states that indicate 
whether rsdirection is permissible or impermissible: 

when the received packet is an acknowledgement packet that is received 
first and spoofs the server, obtaining a source identifier of the replica firom the 
acknowledgement when the acknowledgement originates fiom the replica and 
then sending the acknowledgement packet to the client] 

when the received packet is an acknowledgement packet that is not 
received first and spoo& the server, inhibiting sending of the second 
acknowledgement to the client; and 

when the received packet is a subsequent packet received after the start 
packet and the acknowledgement packet, altering the subsequent packet so that it 
goes to ttie replica when the subsequent packet originates from the client, wherein 
the alteration is based on the obtained source identifier from the acknowledgement 
packet 
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80. (previously presented) A computer system as recited in claim 79, wherein the 
source identifier of the rephco. is obtained from the aclcnowledgement packet by cracking the 
acknowledgement packet when it is enc^sulated, 

81. (previously presented) A computer system as recited in claim 80, further 
comprising re-encapsulating the cracked acknowledgement packet prior to sending it to the 
client 

82. (cancelled) 

83. (previously presented) A computer system as recited in claim 79, wherein the 
subsequent packet is altered by replacing the subsequent packet's destination identifier with a 
destination identifier of the start packet. 

84. (previously presented) A computer system as recited in claim 79, wherein the 
subsequent packet is altered by encapsulating the subsequent packet with a destination identifier 
of the start packet. 

85. (ciirrently amended) A computer program prodxxct for fecilitating redirection of 
trafBc between a server and a client to between a server and a client to between the client and a 
nearest replica selected from a plurality of replicas, the computer program product comprising; 

at least oioe computer readable medium; 

computer program instructions stored within the at least one computer 
readable product configured fon 

at the client side, receiving a packet that is traveling between a client and a 
server or between the client and a repUca; 

when the received packet is a start packet that is traveling from the chent 
to the server, at the chent side, cJt e iing adding a tag to the start packet to indicate 
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tbzt the start packet should be forwarded by a device other than a cheat side 
device to a plurality of replicas that _e_ach duplicates tiie data content of the 
serve r, whereia the tag is an option bvte having one of two states that indicate 
whether redirection is permissible or impennissible : 

when received packet is an acknowledgement packet that is received 
first and spoofe the server, obtaining a source identifier of the replica from the 
ackaowledgement when the acknowledgement origiaates from the replica and 
then sending the acknowledgement packet to the client; 

when the received packet is an acknowledgement packet that is not 
received first and spoofs the server, inhibiting sending of the second 
acknowledgement to the client; and 

when the received packet is a subsequent packet received after the start 
packet and the acknowledgement packet, altering the subsequent packet so that it 
goes to the replica when the subsequent packet originates from the client, wherein 
the alteration is based on the obtained source identifier Scorn the acknowledgement 
packet. 

86. (previously presented) A computer program product as recited in claim 85, 
wherein the soxirce identifier of the replica is obtained from the acknowledgement packet by 
cracking the acknowledgement packet when it is enca5)sulated. 

87. (previously presented) A coix^uter program product as recited in claim 86, the at 
least one computer readable product being fiirther configured for re-encapsulating the cracked 
acknowledgement packet prior to sending it to the client. 

88. (cancelled) 
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89. (previously preseated) A computer program product as recited in claim 85, 
wherein the subsequent packet is altered by replacing the subsequent packet's destination 
identifier with a destination identifier of the start packet. 

90. (previously presented) , A computer program product as recited in claim 85, 
wherein the subsequent packet is altered by encapsulating the subsequent packet with a 
destination identifier of the start packet 

91. (currently amended) An apparatus product for facilitating redirection of traflSc 
between a sesrver and a client to between the client and a selected one firom a plurality of replicas, 
the apparatus comprising: 

means for receiving a packet from a client, the packet having a destination 
identifier associated with a server; 

means for whm the packet is a start packet, at the client side, adding a tag 
to the start packet to indicate that the start packet should be forwaided by a device 
other than a cHent side device to oav a plurality of rephcas that each duplicates the 
data content of the serve r, wha^ein the tag is an option bvte having one of two 
states that indicate whe&er ledirection is permissible or impennissible : 

means for storing the destination identifier of the start packet; 

means for after storing the destination identifier of the start packet and 
tagging the start packet, sending the start packet to the server, 

means for when a first acknowledgement packet associated with the start 
packet is received first with respect to any other acknowledgement packets, 
storing and associating a source identifier of the first acknowledgement packet 
with the stored destination identifier of the start packet; 
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means for after storing and associating the source identifier of the fiist 
acknowledgement packet, sending the first acknowledgement packet to the chent; 

means for prior to storing and a^ociating the source identifier of the first 
acknowledgement packet, cracking flie first acknowledgement packet to obtain the 
source identifier when the first acknowledgement packet has been enc^sulated; 

means for when cracked, enca^jsulating the cracked acknowledgement 
packet with a soxnce address associated with the packet, wherein the encapsulated 
first acknowledgement packet is sent to the client; and 

means for when a second acknowledgement packet associated with the 
start packet is received after the first acknowledgement packet, inhibiting sending 
of the second acknowledgement to the chent 

92. (currently amended) An apparatus product for laciUtating redirection of trafiBc 
between a server and a client to between the client and a nearest replica selected from a plurality 
of replicas, the apparatus comprising: 

means for at the client side, receiving a packet that is traveling between a 
cli^at and a server or between ttie cUent and a replica; 

means for when the received packet is a start packet that is traveling from 
the client to the server, at the client side, altering adding a tag to the start packet to 
indicate that the start packet should be forwarded by a device other than a chent 
side device to «By a plurality of repUcas that each dupUcates the data content of 
the serve r, wherein the tag is an option bvte having one of two sta tftg that inHiratf^ 
whether redirection is permissible or impermissible: 

means fox when the received packet is an acknowledgement packet that is 
received first and spoofe the server, obtaiixing a source identifier of the rephca 
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from the acknowledgement when the acknowledgement originates from the 
rephca and then sending the acknowledgement packet to tiie client; 

means for when the received packet is an acknowledgement packet that is 
not received first and spoofe the server, inhibiting sending of the second 
acknowledgement to the client; and 

means for when the received packet is a subsequent packet received after 
the start packet aad the acknowledgement padcet, altering the subsequent packet 
so that it goes to the replica when the subsequent packet originates from the client, 
wherein the alteration is based on the obtained source identifier from the 
acknowledgement packet 
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